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running virtual instances to uncover evidence of processes, network connections, or unsaved data that
resided in RAM, mirroring the intent of examining a local swap file for ephemeral evidence of fraud.

Authoritative Links:

Microsoft Docs on Page Files (Swap Files): https://docs.microsoft.com/en-us/windows/win32/memory/page-
files

NIST Special Publication 800-88 Revision 1: Guidelines for Media Sanitization (includes discussion of
volatile memory): https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf

SANS Institute on Digital Forensics and Incident Response: https://www.sans.org/cyber-security-
courses/digital-forensics-incident-response/ (General resource for forensics topics, including volatile memory
analysis).

Question: 3

Which of the following are small pieces of data sent from a website and stored on the user’'s computer by the
user’'s web browser to track, validate, and maintain specific user information?

A. Temporary Files

B. Open files

C. Cookies

D. Web Browser Cache

Answer: C

Explanation:

Cookies are small pieces of data that websites send to a user's web browser. Upon receipt, the browser stores
these data fragments on the user's computer. Their primary function is to serve as memory for stateless HTTP
connections, enabling websites to remember specific information about a user or their interaction with the
site over time.

This stored information allows websites to perform various crucial functions. For instance, cookies can track
user preferences, such as language settings or items added to a shopping cart, ensuring a consistent
experience across multiple pages or return visits. They are also fundamental for validating user sessions,
keeping a user logged into a website without requiring re-authentication on every page navigation. This
"session management" capability is vital for maintaining the state of a user's interaction with a web
application.

Moreover, cookies can be used for analytics and personalized advertising, where they help track a user's
browsing behavior and interests to deliver more relevant content. They identify specific users or devices
without necessarily storing personally identifiable information directly, though they link to user profiles on the
server side. This mechanism precisely matches the description of data sent from a website and stored by the
browser to track, validate, and maintain specific user information.

In contrast, "Temporary Files" are general system files created by various applications for short-term use and
are not primarily designed for website tracking. "Open Files" simply refer to files currently in use by an
operating system or application. "Web Browser Cache" stores copies of web page resources (like images,
CSS, lavaScript) to speed up loading times, focusing on performance rather than tracking specific user states
or preferences across sessions in the way cookies do. Therefore, cookies are the most accurate answer.

Authoritative Links for Further Research:



compatibility and optimized performance for this specific environment.

In contrast, the other options are unsuitable for this task. A. Xplico is an open-source Network Forensic
Analysis Tool (NFAT) used for extracting data from internet traffic captures. Its purpose is network forensics,
not the recovery of deleted files from a local hard drive. Similarly, B. Colasoft’s Capsa is a network analyzer
and packet capture tool designed for network monitoring, troubleshooting, and analysis. It deals with network
traffic in real-time or from captured files, making it irrelevant for recovering a file deleted locally on a Mac. D.
DriveSpy is primarily a disk imaging and forensic analysis tool, often used to create bit-for-bit copies of drives
for investigative purposes or to examine raw disk data. While it can be part of a forensic toolkit, it's not
designed as an end-user file recovery solution like FileSalvage, which specifically targets the recovery of
deleted files with an accessible user interface for that purpose.

The need for such a tool highlights broader data management principles, including those relevant to cloud
computing. While FileSalvage addresses local data loss, robust data protection strategies often integrate
cloud solutions for enhanced data durability and disaster recovery (DR). Cloud storage services typically
offer high data durability through replication across multiple data centers, reducing the likelihood of data loss
due to hardware failure. For crucial business secrets, a comprehensive approach would include regular
backups to secure cloud storage, providing an additional layer of protection beyond local recovery tools. This
ensures business continuity even in scenarios more severe than accidental deletion, like hardware failure or a
ransomware attack.

Authoritative Links:

FileSalvage Official Product Page: https://www.subrosasoft.com/software/mac/filesalvage/
Xplico Official Website: https://www.xplico.org/

Colasoft Capsa Official Product Page: https://www.colasoft.com/capsa/

SubRosaSoft (makers of FileSalvage and DriveSpy): https://www.subrosasoft.com/

Question: 7

Jason discovered a file named SRIYG6VR.doc in the C:\SRecycle.Bin\<USER SID>\ while analyzing a hard disk
image for the deleted data. What inferences can he make from the file name?

A.ltis a doc file deleted in seventh sequential order

B. RIYG6VR.doc is the name of the doc file deleted from the system
C. Itis file deleted from R drive

D. It is a deleted doc file

Answer: D

Explanation:

The file name $RIYG6VR.doc found within C:\$Recycle.Bin\<USER SID>\ provides specific inferences based on
the Windows Recycle Bin's internal naming conventions for deleted files. The presence of the $ prefix,
followed by R and an alphanumeric string, immediately signifies that it is a file managed by the Recycle Bin
system. In modern Windows operating systems (Vista and later), the $Recycle.Bin directory on each drive
stores deleted items in a structured way.

Specifically, for each deleted file, two entities are created: an $R file and an $l file. The $R file, in this case,
$RIYG6BVR.doc, represents the actual content of the deleted file, maintaining its original extension. The R here
stands for "Recycled" or "Renamed content," indicating that this is the data stream of a file moved to the
Recycle Bin. The alphanumeric string IYGBVR is a randomly generated identifier that links this content file to



Answer: B

Explanation:

The gquestion concerns the location of deleted files on a Windows XP operating system that have not been
completely purged, referring to the Recycle Bin. The provided answer is B.

1. Understanding the Recycle Bin on Windows XP: On Windows XP, the Recycle Bin functions as a
temporary storage area for deleted files. Its exact location and naming convention depend on the file
system of the drive. For drives formatted with NTFS (New Technology File System), which was the
predominant file system for system drives on Windows XP, the Recycle Bin is a hidden, system folder
named C\RECYCLER (or DARECYCLER, etc., for other drives). Inside this RECYCLER folder, there
are subdirectories named after the Security Identifiers (SIDs) of the users who deleted files (e.g., S-1-
5-21-...). Within these SID folders, the actual deleted files are stored, often renamed with a prefix like
Dc0.ext, along with an INFO2 file that contains crucial metadata, including the original file name, its
full path, and the date and time of deletion. For FAT/FAT32 partitions, the Recycle Bin folder on
Windows XP is typically named C:\RECYCLED.

2 Analysis of the Given Answer (B. C:SRecycle.Bin): The path C:\$Recycle.Bin is the definitive and
correct location for the Recycle Bin system folder in Windows Vista and all subsequent Windows
operating systems (Windows 7, 8, 10, 11). This naming convention, using the $ prefix to denote a
system directory, was standardized from Vista onwards. Critically, this is not the native or actual
folder name used by Windows XP for its Recycle Bin. Therefore, from a strictly technical and forensic
perspective regarding Windows XP, C:\$Recycle.Bin is an inaccurate answer.

3. Contextual Rationale for B (Hypothesis for Exam Question): While C:\$Recycle.Bin is technically
incorrect for Windows XP, it's possible that in the context of this specific exam question, it might be
presented due to a generalization, an oversight, or a flawed answer key. Some questions might
implicitly or erroneously conflate the modern Recycle Bin naming convention with older OS versions,
or consider \$Recycle.Bin as a conceptual, unified identifier for the Recycle Bin across Windows
generations, even if the directory name itself was different (RECYCLER) on XP. However, forensic
investigations on a Windows XP system would specifically target CARECYCLER.

4. Analysis of Other Options:

A. C:SRecycled.Bin: This option is a variation of the modern Recycle Bin name but is syntactically
incorrect, missing the backslash before $Recycled.Bin.

C. C:\RECYCLER: This is the technically correct path for the Recycle Bin on Windows XP NTFS
partitions. If this were the selected answer, it would align accurately with forensic knowledge for
Windows XP.

D. C:SRECYCLER: This path combines the $ prefix with RECYCLER, which is not a standard or
recognized Recycle Bin folder name for any Windows operating system.

5. Relevance of Cloud Computing Concepts: This question pertains to the local file system forensics of
a specific operating system (Windows XP) running on a local machine. Cloud computing concepts,
which involve the delivery of on-demand computing services —including servers, storage, databases,
networking, software, analytics, and intelligence —over the Internet ("the cloud"), are not directly
applicable to identifying the physical location of deleted files within a standalone, on-premise
Windows XP system. The data is stored and managed locally on the system's hard drive.

In conclusion, while CANRECYCLER is the correct path for the Recycle Bin on Windows XP NTFS partitions, the
provided answer B points to the Recycle Bin path used by Windows Vista and newer operating systems. This

suggests a potential inaccuracy in the question or the given answer key, as forensic analysis on Windows XP
would target the RECYCLER directory.



chain of custody and forensic soundness.

C. Open the systems, remove the hard disk and secure it: This action is highly invasive and destructive to
volatile evidence. Removing a hard disk from an active system immediately wipes all RAM contents, destroys
running processes, open network connections, and any temporary files vital for understanding the attack's
nature. Furthermore, it requires tools and anti-static precautions not always available to a first responder and
risks damaging the evidence if not performed correctly by a trained forensic technician.

D. Switch off the systems and carry them to the laboratory: This is one of the most detrimental actions a first
responder can take in a live forensic scenario. Powering down an active system immediately erases all volatile
data in RAM, including malware residing only in memory, active network sessions, and process lists. This loss
of information can severely hinder the investigation, making it difficult to understand the attack vector, scope,
or ongoing activities. Transporting systems without proper forensic packaging and documentation also risks
further evidence contamination or degradation.

The principles applied here extend to modern cloud computing environments as well. If a suspected
compromise occurs in a cloud virtual machine (VM), the equivalent "first response” would involve taking
screenshots of the console, documenting network configurations, reviewing logs in the cloud provider's
interface, and carefully noting the VM's state (running processes, open ports) before attempting actions like
creating snapshots or initiating forensic acquisition. The goal remains to preserve the most volatile "live" state
of the compromised resource, whether physical or virtual, ensuring a solid foundation for the subsequent
investigation. Therefore, option A is the foundational, non-disruptive step that ensures maximum evidence
preservation.

Authoritative Links for Further Research:

NIST Special Publication 800-86: Guide to Integrating Forensic Techniques into Incident
Response:https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-86.pdf (See section 3.3.1
"Initial Response" and 3.3.3 "Documentation”)

SANS Institute - Digital Forensics and Incident Response:https://www.sans.org/cyber-security-
courses/digital-forensics-incident-response/ (While not a direct document, SANS is a leading authority on
incident response and their methodologies heavily emphasize initial documentation and volatile data
preservation.)

Question: 13

Which among the following is an act passed by the U.S. Congress in 2002 to protect investors from the possibility
of fraudulent accounting activities by corporations?

A. HIPAA
B. GLBA
C.SOX

D. FISMA

Answer: C

Explanation:

The Sarbanes-Oxley Act (SOX) is indeed the correct answer, enacted by the U.S. Congress in 2002 primarily to
protect investors from fraudulent accounting activities within corporations. This landmark federal law was a
direct response to major corporate and accounting scandals of the early 2000s, such as those involving Enron
and WorldCom, which severely eroded public trust in financial markets. SOX mandates a series of reforms
designed to improve corporate governance, enhance financial reporting accuracy, and increase accountability
for corporate executives.



Answer: A

Explanation:

Bayesian Correlation is an advanced event correlation method precisely because it leverages statistical
probability to predict future attacker actions. It applies Bayes' Theorem, which updates the probability of a
hypothesis (e.g., an attacker's next move) based on new evidence and prior knowledge of attack patterns. This
allows security systems to "assume and predict" what an adversary might do next by continuously refining
their understanding of potential threat trajectories.

The method inherently uses two key variables: the prior probability of an event occurring and the likelihood of
observing new evidence given that the event has occurred. By calculating the posterior probability, it provides
a dynamic and adaptive prediction of subsequent attack phases or techniques. This probabilistic approach
moves beyond static signatures, enabling more sophisticated threat intelligence and proactive defense, which
is crucial in dynamic environments like cloud infrastructure where attack surfaces are constantly evolving.

In contrast, a Vulnerability-Based Approach focuses on identifying and prioritizing system weaknesses, not on
probabilistically predicting an attacker's next steps after an initial breach. A Rule-Based Approach relies on
predefined rules and signatures to detect known attack patterns, offering deterministic responses rather than
predictive probabilistic analysis. Similarly, Route Correlation primarily deals with analyzing network traffic
paths and anomalies, not with modeling the statistical likelihood of an attacker's future actions. Bayesian
Correlation's ability to infer and predict with uncertainty makes it uniquely suited for anticipating complex,
multi-stage attacks prevalent in modern cloud security landscapes.

This predictive capability is highly valuable in cloud computing, where the sheer volume of logs and alerts can
overwhelm security teams. Bayesian methods help prioritize truly critical events by identifying high-
probability attack sequences, thereby reducing alert fatigue and enabling more efficient incident response
and threat hunting across distributed cloud services.

Further Research:

Bayesian Networks in Cybersecurity: https://www.sciencedirect.com/topics/computer-science/bayesian-
network

Event Correlation in Security Information and Event Management (SIEM):
https://csrc.nist.gov/publications/detail/sp/800-92/final (Refer to NIST SP 800-92, Guide to Computer
Security Log Management, which discusses correlation methods)

Question: 16

Smith, as a part his forensic investigation assignment, seized a mobile device. He was asked to recover the
Subscriber Identity Module (SIM card) data in the mobile device. Smith found that the SIM was protected by a
Personal Identification Number (PIN) code, but he was also aware that people generally leave the PIN numbers to
the defaults or use easily guessable numbers such as 1234. He made three unsuccessful attempts, which blocked
the SIM card. What can Jason do in this scenario to reset the PIN and access SIM data?

A. He should contact the network operator for a Temporary Unlock Code (TUK)
B. Use system and hardware tools to gain access
C. He can attempt PIN guesses after 24 hours

D. He should contact the network operator for Personal Unlock Number (PUK)

Answer: D

Explanation:



https://man7.org/linux/man-pages/man8/netstat.8.himl

Question: 19

Billy, a computer forensics expert, has recovered a large number of DBX files during the forensic investigation of a
laptop. Which of the following email clients can he use to analyze the DBX files?

A. Microsoft Outlook

B. Eudora

C. Mozilla Thunderhird

D. Microsoft Outlook Express

Answer: D

Explanation:

During a forensic investigation involving email data, identifying the correct file format and associated client is
paramount. DBX files are proprietary database files specifically used by Microsoft Outlook Express. This email
client, which was widely distributed with older versions of Microsoft Windows operating systems, stored all its
mail folders and messages within these DBX files. For example, the inbox messages would be stored in
"Inbox.dbx,"” sent items in "Sent Items.dbx," and custom folders would have their own corresponding DBX
files.

To directly open, view, and analyze the contents of these recovered DBX files in their native application
environment, a computer forensics expert like Billy must utilize Microsoft Outlook Express. Using the original
client offers the most accurate representation of the emails as they appeared to the user, including message
formatting, attachments, and folder structures, which is critical for preserving evidentiary integrity.

The other email clients listed are incompatible with the DBX format. Microsoft Outlook, while sharing a similar
name, is a distinct and more comprehensive email client that uses Personal Storage Table (PST) files for POP3
accounts or Offline Storage Table (OST) files for Exchange accounts. These formats are fundamentally
different from DBX files. Similarly, Eudora, another legacy email client, primarily stored its email data in
MBOX or MBX files. Mozilla Thunderbird, a popular open-source email client, also utilizes the MBOX format
for its message storage, along with its own indexing and configuration files.

Consequently, none of these alternative email clients possess the inherent capability to parse or display the
contents of DBX files directly. While specialized forensic tools are available to extract data from various email
file formats, the question specifically asks which email client can be used. In this context, only Microsoft
Outlook Express serves as the native application designed to interact with and manage DBX data files.
Understanding these specific file associations is a foundational skill in digital forensics for accurately
identifying and accessing potential evidence.

Authoritative Links for Further Research:
Microsoft Outlook Express (DBX File Association):

Wikipedia provides a good overview of Outlook Express and mentions its use of DBX files:
https://en.wikipedia.org/wiki/Outlook_Express
Microsoft Outlook (PST/OST File Formats):

An older but authoritative Microsoft resource discussing PST file structure: https://learn.microsoft.com/en-
us/previous-versions/office/developer/office-xp/aal40026(v=office.10)?redirectedfrom=MSDN
MBOX File Format (Used by Eudora, Thunderbird):



identifying unallocated space that might contain artifacts of deleted files, and ensuring data recovery efforts
are precise.

Authoritative Links for Further Research:

Microsoft Docs - NTFS Overview: https://learn.microsoft.com/en-us/windows-server/storage/dfs-
namespaces/ntfs-overview

The Sleuth Kit (TSK) Informer Handbook (Chapter on NTFS - provides detailed internal structure):
https://www.sleuthkit.org/informer/sleuthkit-handbook.pdf (Refer to chapter on NTFS for $BitMap and other
system files details, typically around pages 100-120 depending on version).

System-Rescue Documentation - NTFS Architecture: https://book.system-rescue.org/ntfs-architecture.html
(Provides an overview of NTFS components, including system files like $Bitmap).

Question: 22

Which of the following Android libraries are used to render 2D (SGL) or 3D (OpenGL/ES) graphics content to the
screen?

A. OpenGL/ES and SGL
B. Surface Manager

C. Media framework

D. WebKit

Answer: A

Explanation:

Android devices utilize specialized libraries to efficiently render diverse graphical content, from simple user
interface elements to complex 3D scenes. The correct answer, A, identifies these core rendering components:
OpenGL/ES and SGL.

OpenGL ES (Open Graphics Library for Embedded Systems) is a widely adopted standard API for rendering
2D and 3D vector graphics, specifically optimized for embedded systems like smartphones and tablets. It
provides a robust interface for developers to programmatically define geometry, textures, lighting, and other
visual properties, offloading computationally intensive rendering tasks to the device's Graphics Processing
Unit (GPU). This hardware acceleration makes OpenGL ES indispensable for high-performance applications
such as games, augmented reality experiences, and other graphically demanding software.

SGL, or the Skia Graphics Library (Skia), serves as Android's primary 2D graphics engine. Skia is an open-
source, full-featured 2D graphics library responsible for drawing much of what users see on their screen,
including text, shapes, bitmaps, paths, and various Ul components. It underpins the Canvas and Paint objects
in Android's drawing framework, allowing applications to render custom views and manipulate graphical
elements efficiently. Together, Skia and OpenGL ES cover the spectrum of 2D and 3D drawing needs for
Android applications.

In contrast, the other options serve different purposes within the Android architecture:

B. Surface Manager (often referred to as SurfaceFlinger in Android's system services) is responsible for
compositing all the visible application surfaces and system Ul layers into a single buffer that is then sent to
the display hardware. It manages what is displayed and how different layers are combined, but it does not
perform the actual rendering of individual application content itself. Applications render their content into
surfaces, which SurfaceFlinger then composites.



the first two digits of the TAC represent the Reporting Body Identifier (RBI), which indicates the GSMA-
approved organization that allocated the TAC. The subsequent digits within the TAC then identify the
manufacturer and the specific model of the device, effectively showing where it was approved. This makes the
TAC an invaluable tool in mobile forensics and device tracking, as it provides immediate insight into the
device's characteristics before even examining its internal components.

When a manufacturer seeks to release a new device, they apply for a TAC from the GSMA (GSM Association)
or an authorized reporting body. This allocation ensures that every device model globally has a distinct
identifier, preventing duplication and facilitating accurate identification. Therefore, the TAC precisely
matches the description provided: it's the initial segment of the IMEI that indicates the manufacturer, model
type, and the country of approval (implicitly through the reporting body and allocation process).

The other options are incorrect:

B. Integrated Circuit Code (ICC) typically refers to the ICCID (Integrated Circuit Card IDentifier), which is the
serial number of a SIM card, not the mobile phone itself.

C. Manufacturer Identification Code (MIC) is not a standard term for the first eight digits of an IMEI. While
the TAC does identify the manufacturer, MIC is not the official designation.

D. Device Origin Code (DOC) is not a recognized or standardized term in telecommunications for any part of
an IMEI structure.

Regarding the mention of "cloud computing concepts,” it's important to clarify that the definition and
structure of IMEI and TAC are fundamental telecommunications standards for hardware identification. These
concepts are not inherently rooted in or directly supported by cloud computing principles. While IMEI data
might be stored, processed, or utilized within cloud-based forensic platforms, MDM (Mobile Device
Management) solutions, or law enforcement databases for analysis and tracking, the core explanation of what
the TAC is stands independently as a device identification standard. The question pertains specifically to
mobile device forensics and telecommunications protocols, not cloud infrastructure or services.

For further research:

GSMA IMEI Database and Information: https://www.gsma.com/services/imei-database/

What is an IMEI? (Explanation by 3GPP - though 3GPP focuses more on standards, GSMA is the primary
source for IMEI allocation details): While a direct 3GPP link for a simple IMEI definition might be harder to
find, their specifications cover the usage of IMEl. GSMA is the authoritative body for IMEI allocation.
Understanding IMEI and TAC: Many technical resources and mabile forensics guides explain this, such as
those from forensic tool vendors or academic papers. For instance, a search for "IMEI TAC structure” will yield
numerous reliable sources.

Question: 26

The Apache server saves diagnostic information and error messages that it encounters while processing requests.
The default path of this file is usr/local/apache/logs/error.log in Linux. Identify the Apache error log from the
following logs.

A. http://victim.com/scripts/..%c0%af../..%c0%af../..%c0%af../..%c0%af../..%c0%af../..%c0%af../..%
c0%af../..%c0%af../winnt/system32/cmd.exe?/c+dir+C:\Winnt\system32\Logfiles\W3SVC1

B. [Wed Oct 11 14:32:52 2000] [error] [client 127.0.0.1] client denied by server configuration:
/export/home/live/ap/htdocs/test

C.127.0.0.1 - frank [10/0ct/2000:13:55:36 -0700]"GET /apache_pb.gif HTTP/1.0" 200 2326
D.127.0.0.1 - - [10/Apr/2007:10:39:11 +0300] ] [error] "GET /apache_pb.gif HTTP/1.0" 200 2326



volumes. Slack space refers to the unused areas on a hard drive that are not actively allocated to files but
may contain remnants of past data or unutilized portions of allocated blocks. There are two main types
Slacker targets: file slack and drive slack (also known as unallocated clusters).

File slack is the space between the logical end of a file's data and the physical end of the last allocated disk
cluster or sector, often holding data from previously stored files. Drive slack encompasses entire clusters that
are not currently assigned to any active file, typically containing data from deleted files. By embedding
information into these areas, Slacker allows users to store data covertly, making it difficult to detect with
standard file system utilities. This capability directly addresses the question, enabling the hiding of data
"related to a previously deleted file or currently unused by the allocated file." The technique serves as a
method of steganography or an anti-forensic measure to evade detection during incident response or digital
forensic investigations.

In contrast, options A, B, and C —Waffen FS, RuneFS, and FragFS — are not recognized modules within the
Metasploit framework for this purpose. These names do not correspond to known file systems or specialized
tools designed to manipulate slack space in the manner described for hiding data. Thus, Metasploit's
auxiliary/admin/ntfs/slacker module is the specific tool that matches the described functionality.

While primarily a technique for local file systems, understanding slack space manipulation is profoundly
relevant in cloud computing forensics. Cloud environments host virtual machines (VMs) that utilize virtual
disks, such as AWS EBS volumes or Azure Managed Disks, which have underlying file systems like NTFS. If a
cloud VM is compromised, an attacker could employ tools like Slacker to hide malicious data or artifacts
within the slack space of these virtual disks. Therefore, incident responders and forensic analysts
investigating cloud incidents must possess knowledge of such evasion tactics to conduct comprehensive
analyses of acquired virtual disk images, ensuring a robust security posture and effective threat detection
even when facing sophisticated anti-forensic techniques in a cloud infrastructure.

Authoritative Links for Further Research:

1. Rapid7 Metasploit Framework Documentation (Slacker Module):

While a direct public link to the auxiliary/admin/ntfs/slacker module documentation can be elusive due
to the dynamic nature of Metasploit's update cycle and the focus on core framework usage, general
Metasploit module information is found here: https://docs.rapid7.com/metasploit/ (You would
typically find specific module details by searching within a Metasploit console or community
resources.)

2 Understanding Slack Space in Digital Forensics:

NIST Special Publication 800-88 Revision 1: Guidelines for Media Sanitization (Section 2.3.2):
While focusing on sanitization, this document implicitly explains the existence and importance of
slack space. https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf
Computer Forensics: Principles and Practices (Chapter on File Systems and Data Recovery):
Academic textbooks on digital forensics widely cover slack space. A general search for "file slack
digital forensics" will yield numerous academic articles and resources explaining this concept in
detail.

Question: 28

Event correlation is the process of finding relevance between the events that produce a final result. What type of
correlation will help an organization to correlate events across a set of servers, systems, routers and network?

A. Same-platform correlation



Answer: B

Explanation:

The correct command for investigators to obtain details of all loaded modules on a Linux-based system is B.
lsmod. Ismod is a standard Linux utility whose name is an abbreviation for "list modules."” Its primary function
is to display the status of currently loaded kernel modules.

The Linux kernel is modular, allowing pieces of code (modules) to be loaded and unloaded on demand to
extend its functionality, such as supporting new hardware or filesystems. The output of Ismod provides crucial
information, typically including the module's name, its memory size, its usage count (how many other modules
are currently using it), and a list of dependent modules. This granular detail is essential for understanding the
operational state and integrity of the operating system's core.

For a Computer Hacking Forensic Investigator (CHFI), Ismod is an indispensable tool. It allows for the swift
identification of any unexpected or suspicious kernel modules that might indicate a system compromise.
Malicious rootkits, for instance, frequently operate by inserting their own kernel modules to hide processes,
files, or network activity, or to establish backdoors. By comparing the current Ismod output with a known
baseline of legitimate modules for a healthy system, investigators can detect anomalies that strongly suggest
unauthorized code execution or system tampering. This capability is vital for determining the scope of an
attack and understanding the adversary's techniques.

In cloud computing environments, specifically within Infrastructure as a Service (laaS) models where Linux
virtual machines are commonly deployed, Ismod retains its significance. Investigators examining a
compromised Linux VM would utilize this command to assess the kernel's integrity within that virtual instance,
just as they would on a physical machine.

The other options are incorrect for the following reasons:

A. list modules -a: This is not a standard or recognized Linux command for listing kernel modules.

C. plist mod -a: plist files (Property List files) are primarily associated with Apple operating systems (macOS,
i0S) for storing structured data; this command has no relevance in a standard Linux environment for kernel
module enumeration.

D. lsof -m: Isof (list open files) is a powerful command for listing open files and network connections by
processes. However, it does not directly list loaded kernel modules, and the -m option is not a standard or
documented flag for Isof to achieve this specific task.

Authoritative links for further research:

Ismod man page: https://man7.org/linux/man-pages/man8/lsmod.8.html
Linux Kernel Modules documentation: https://www.kernel.org/doc/html/latest/driver-api/modules.html

Question: 31

Examination of a computer by a technically unauthorized person will almost always result in:

A. Rendering any evidence found inadmissible in a court of law
B. Completely accurate results of the examination
C. The chain of custody being fully maintained

D. Rendering any evidence found admissible in a court of law

Answer: A



administrator for a local school system requesting your assistance. One of the students at the local high school is
suspected of downloading inappropriate images from the Internet to a PC in the Computer Lab. When you arrive at
the school, the systems administrator hands you a hard drive and tells you that he made a “simple backup copy” of
the hard drive in the PC and put it on this drive and requests that you examine the drive for evidence of the
suspected images. You inform him that a “simple backup copy” will not provide deleted files or recover file
fragments. What type of copy do you need to make to ensure that the evidence found is complete and admissible
in future proceeding?

A. Robust copy

B. Incremental backup copy
C. Bit-stream copy

D. Full backup copy

Answer: C

Explanation:

A bit-stream copy, also known as a forensic image or an exact replica, is the correct type of copy required for
digital forensics investigations. This method involves creating a sector-by-sector, bit-for-bit duplication of the
entire storage medium, which in this case, is the suspect hard drive. Unlike a "simple backup copy" or a full
backup, which typically only copies active user files and system files, a bit-stream copy captures every single
bit of information present on the drive.

This comprehensive acquisition includes active files, deleted files (or their remnants), file fragments, data
residing in unallocated space, slack space, and partition tables. Crucially, evidence of inappropriate images,
especially if the student attempted to delete them, would likely exist in these "hidden" or unallocated areas. A
simple backup would completely miss this vital data, rendering the investigation incomplete and potentially
failing to find the necessary evidence.

The ability of a bit-stream copy to recover deleted files and file fragments is paramount in forensic
investigations, as perpetrators often delete incriminating evidence. By capturing the raw state of the drive,
the investigator can later use specialized forensic tools to carve out and reconstruct deleted files, even those
that have been partially overwritten. This ensures that all potential evidence, regardless of its current logical
state, is preserved.

Moreover, creating a bit-stream copy adheres to the fundamental principle of non-alteration of the original
evidence. The original hard drive is typically write-protected during the imaging process, ensuring its pristine
state is maintained for later verification. Specialized forensic software is used to create these images and
simultaneously generate cryptographic hash values (e.g., MD5 or SHA256) for both the original drive and the
forensic image. These hash values act as a unique digital fingerprint, proving that the forensic image is an
exact, unaltered duplicate of the original data.

This integrity verification is crucial for establishing the chain of custody and ensuring the admissibility of
evidence in legal proceedings. A "simple backup copy" lacks this level of integrity verification and would not
be considered forensically sound or admissible due to its potential incompleteness and lack of provable
integrity. Therefore, to ensure the evidence found is complete, authentic, and legally admissible, a bit-stream
copy is indispensable.

While this scenario focuses on a physical hard drive, the core principles of creating an exact, forensically
sound image, verified by cryptographic hashing, are equally critical when dealing with digital evidence
residing in cloud environments. For instance, acquiring data from cloud storage, virtual machines, or SaaS
applications often necessitates methods that aim for the highest possible fidelity, akin to a bit-stream
acquisition, to ensure evidential integrity and completeness in a cloud context.

Authoritative Links for Further Research:



systems in any environment, including cloud computing. In cloud contexts, such as Infrastructure-as-a-
Service (laaS) virtual machines, the need for deep system introspection, real-time logging, and monitoring for
unauthorized changes and persistence mechanisms remains paramount. Cloud security architectures
emphasize robust logging (e.g., AWS CloudTrail, Azure Monitor) and endpoint detection and response (EDR)
solutions that perform similar functions to Process Monitor, albeit at scale, to identify and mitigate threats
within the customer's domain of responsibility under the shared responsibility model. Thus, understanding
tools like Process Monitor provides a foundational understanding of critical security practices transferable to
cloud environments for maintaining system integrity and responding to incidents.

For further research:

Process Monitor Documentation: https://docs.microsoft.com/en-us/sysinternals/downloads/procmon
Windows Autostart Locations (Malware Persistence): https://attack.mitre.org/techniques/T1547/
Sysinternals Suite: https://docs.microsoft.com/en-us/sysinternals/

Question: 37

What do you call the process of studying the changes that have taken place across a system or a machine after a
series of actions or incidents?

A. Windows Services Monitoring
B. System Baselining

C. Start-up Programs Monitoring
D. Host integrity Monitoring

Answer: D

Explanation:
The correct answer is D. Host Integrity Monitoring.

Host Integrity Monitoring (HIM) is precisely the process of continuously or periodically scrutinizing a
computer system or machine for any changes to its critical components from a known, trusted state. This
includes modifications to operating system files, application binaries, configuration settings, registry keys,
security policies, and other crucial system attributes. The primary goal is to detect unauthorized or anomalous
alterations that could indicate a security breach, malware infection, system misconfiguration, or compliance
deviation.

At its core, HIM establishes a "baseline" —a snapshot of the system in its desired, secure state. Subsequent
monitoring involves comparing the current system state against this established baseline. Any deviation
triggers an alert, prompting investigation into whether the change is legitimate or malicious. This capability is
invaluable for studying the "changes that have taken place across a system or a machine after a series of
actions or incidents," directly aligning with the question's premise for forensic analysis and incident response.

In cloud computing environments, HIM remains critically important for virtual machines (VMs), containers, and
even configurations of serverless functions within the customer's responsibility domain. While cloud providers
manage the underlying infrastructure, customers are responsible for the guest operating system and
application integrity. Implementing HIM, often through File Integrity Monitoring (FIM) tools, helps detect
tampering, unauthorized file uploads, or configuration drift in cloud instances, thereby upholding the shared
responsibility model.

Let's briefly consider why the other options are less appropriate:



maintaining the stability and accessibility of data on a disk.

Let's examine why the other options are incorrect:

A. Resource Monitor is a system performance monitoring tool. It provides real-time data on CPU, memory,
disk, and network usage. While useful for diagnosing performance bottlenecks, it has no capabilities to detect
or repair logical file system errors.

B. Disk Cleanup is designed to free up disk space by identifying and allowing the user to delete unnecessary
files, such as temporary internet files, recycle bin contents, and system log files. Its purpose is storage
management, not the repair of file system corruption.

C. Disk Defragmenter (or Optimize Drives) reorganizes fragmented data on a hard disk to improve access
speed and overall system performance. It consolidates parts of files that are scattered across different
locations on the disk, making read/write operations more efficient. However, it does not detect or fix errors
within the file system structure itself.

In a cloud computing context, where virtual machines (VMs) rely on virtualized storage volumes, maintaining
file system integrity within these VMs is equally critical. CHKDSK can be run inside a Windows VM hosted on
platforms like Azure or AWS to diagnose and repair logical errors on its virtual hard disk (VHDX or VHD),
ensuring data consistency and preventing application crashes or data loss within the cloud instance. It acts as
an essential tool for forensic investigators to assess and potentially recover data from compromised or
corrupted virtual disks in any computing environment, including cloud-based ones.

Authoritative Links for Further Research:

CHKDSK: Microsoft Docs - Chkdsk

Resource Monitor: Microsoft Docs - Performance Monitor (including Resource Monitor context)
Disk Cleanup: Microsoft Support - Disk cleanup in Windows

Disk Defragmenter (Optimize Drives): Microsoft Support - Defragment your Windows 10 PC

Question: 41

Identify the term that refers to individuals who, by virtue of their knowledge and expertise, express an independent
opinion on a matter related to a case based on the information that is provided.

A. Expert Witnhess
B. Evidence Examiner
C. Forensic Examiner

D. Defense Witness

Answer: A

Explanation:
The correct term is Expert Witness.

An Expert Witness is an individual who possesses specialized knowledge, skills, experience, training, or
education in a particular field and is called upon to provide an independent opinion on a matter related to a
case. Their primary role is to assist the trier of fact (judge or jury) in understanding complex technical or
scientific issues that are beyond the scope of general knowledge. This aligns perfectly with the question’s
description of individuals who, by virtue of their knowledge and expertise, express an independent opinion
based on provided information.

In the context of computer hacking forensic investigations (CHFI), an expert witness might be a cybersecurity



Forensic investigations often rely on file system metadata, including last-accessed timestamps, to
reconstruct user activity and attacker movements on a compromised system. These timestamps record when
a file or directory was last read, executed, or otherwise accessed without necessarily being modified. An
attacker aiming to evade detection would strategically disable such logging mechanisms to obscure their
presence and actions.

The Windows operating system, specifically for NTFS file systems, provides a registry setting to control the
updating of these last-accessed timestamps. The relevant registry key is
HKLM\SYSTEM\CurrentControlSet\Control\FileSystem\NtfsDisableLastAccessUpdate. To achieve the goal of
disabling these updates, an attacker would set the DWORD value of this registry entry to 1.

Setting NifsDisableLastAccessUpdate to 1 explicitly instructs the operating system to cease updating the last-
accessed timestamp for files and folders. This means that even when a file is opened, viewed, or executed, its
recorded last-accessed time will remain unchanged, effectively preventing new access events from being
logged in the metadata. Consequently, forensic investigators would find it significantly harder to determine
when specific files were last interacted with, hindering their ability to build a timeline of the intrusion.

Conversely, setting this registry value to 0 would re-enable the default behavior of updating last-accessed
timestamps. Therefore, option C, which specifies setting
HKLM\SYSTEM\CurrentControlSet\Control\FileSystem\NtfsDisableLastAccessUpdate to 1, is the correct action to

disable these updates and cover tracks. This technique is a common anti-forensic measure, equally applicable
whether the Windows system is a physical machine or a virtual machine hosted in a cloud environment like
Azure Virtual Machines or AWS ECZ2, as the underlying Windows OS functionality remains consistent.

For further research:

Microsoft Support article on disabling last access time: https://support.microsoft.com/en-us/topic/how-to-
disable-last-access-time-in-windows-9195a8e0-cf8e-8a03-74b0-a3658591836¢

Microsoft documentation for fsutil behavior command (which interacts with this setting):
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/fsutil-behavior

Question: 44

POP3 is an Internet protocol, which is used to retrieve emails from a mail server. Through which port does an email
client connect with a POP3 server?

A.110
B.143
C.25
D. 993

Answer: A

Explanation:

POP3 (Post Office Protocol version 3) is a standard application-layer protocol designed for retrieving email
messages from a mail server. Its primary function is to allow email clients to access and download emails,
typically removing them from the server after retrieval.

The Internet Assigned Numbers Authority (IANA), which maintains the official registry of port numbers, has
designated Transmission Control Protocol (TCP) port 110 as the default and well-known port for unencrypted
POP3 communication. When an email client, such as Outlook or Thunderbird, is configured to connect to a



In a computer hacking forensic investigator's lab, sensitive digital evidence is handled, making the integrity
and confidentiality of this data paramount. The Faraday cage formed by the copper lining prevents external
electromagnetic interference (EMI) and radio frequency interference (RFI) from corrupting or altering data
processing within the lab. Such interference could compromise the reliability of forensic analyses and
potentially invalidate evidence.

Equally vital, the copper shielding prevents internal electromagnetic signals, emitted by computers, storage
devices, and other electronic equipment, from escaping the laboratory environment. This protection is crucial
to prevent potential side-channel attacks, where adversaries might intercept faint electromagnetic
emanations to reconstruct sensitive information, such as cryptographic keys or data patterns. Therefore, the
choice of copper is driven by its excellent electrical conductivity, allowing it to reflect or absorb
electromagnetic waves and maintain an electromagnetically secure and isolated environment.

The robust security principles demanding EMI shielding in a physical forensic lab directly parallel the isolation
and data protection mechanisms essential within cloud computing environments. Just as cloud providers
implement virtualization, strict network segmentation, and encryption to safeguard tenant data from co-
tenants and external threats, a physical forensic lab requires equivalent electromagnetic isolation. This
ensures that sensitive evidence is protected from both internal leakage and external interference, upholding
the chain of custody and evidentiary integrity. Both scenarios underscore the critical need for highly
controlled environments —whether physical or virtual —to safeguard sensitive information from various forms
of compromise. In conclusion, while copper might offer minor acoustic benefits, its primary and indispensable
role in a forensic lab is to provide electromagnetic shielding, making option D an incorrect identification of its
main purpose.

Authoritative Links for Further Research:
Faraday Cage and EMI Shielding:

Wikipedia - Faraday Cage: https://en.wikipedia.org/wiki/Faraday_cage
Wikipedia - Electromagnetic Shielding: https://en.wikipedia.org/wiki/Electromagnetic_shielding
Forensic Lab Security Standards (General):

National Institute of Standards and Technology (NIST) Special Publications, e.g., SP 800-88 Guidelines for
Media Sanitization (while not directly on shielding, covers secure handling which underpins lab design):
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf (Search NIST for "forensic lab
security" for more specific documents.)

ISO/IEC 17025 (General requirements for the competence of testing and calibration laboratories, applicable to
forensic labs): https://www.iso.org/standard/66912.html

Question: 48

Which tool allows dumping the contents of process memory without stopping the process?

A. psdump.exe
B. pmdump.exe
C. processdump.exe

D. pdump.exe

Answer: B

Explanation:



administrators to perform maintenance. Examples include init (the system's first process), fsck (for checking
and repairing filesystems), and mount (for attaching filesystems).

In contrast, the other options serve entirely different functions within the FHS:A. /mnt is a generic, temporary
mount point. System administrators use it to attach arbitrary filesystems, such as network shares, external
hard drives, or temporary installations. It does not contain pre-installed system binaries.C. /media is
designated as a mount point for removable media devices, including USB drives, CDs, or DVDs. Its purpose is
to provide an organized location for accessing external storage, not to house core system executables.D. /proc
is a virtual filesystem, dynamically generated by the kernel at boot time. It provides a real-time interface to
kernel data structures, offering information about running processes, system configuration, and hardware,
rather than storing actual binary files on disk.

Therefore, when the question refers to binary files "required for working" in the context of system operation
and maintenance, /sbin is the directory precisely defined by FHS for this purpose. For a Computer Hacking
Forensic Investigator, familiarity with FHS directories like /shin is crucial for distinguishing legitimate system
executables from potentially malicious ones, analyzing system integrity, and effectively reconstructing or
recovering compromised systems, including those deployed in cloud environments.

Authoritative Links for Further Research:

Filesystem Hierarchy Standard (FHS): https://refspecs.linuxfoundation.org/FHS_3.0/fhs/index.html
The Linux Documentation Project (TLDP) - Filesystem Hierarchy: https://www.tldp.org/LDP/Linux-
Filesystem-Hierarchy/html/

Question: 51

A forensic examiner encounters a computer with a failed OS installation and the master boot record (MBR) or
partition sector damaged. Which of the following tools can find and restore files and information in the disk?

A. NetCat

B. Helix

C. R-Studio
D. Wireshark

Answer: C

Explanation:

R-Studio is the definitive tool for recovering files and information from a disk with a failed OS installation and
damaged Master Boot Record (MBR) or partition sector. It is a professional data recovery software renowned
for its advanced capabilities in handling severe logical disk damage. R-Studio employs sophisticated
algorithms to reconstruct damaged file systems (such as NTFS, FAT, Ext2/3/4, HFS+), locate lost or corrupted
partitions, and even recover data from unformatted drives or raw disk images by scanning for known file
signatures. This comprehensive approach is essential for recovering crucial data when the standard file
system structure or the foundational boot information (MBR) is compromised.

In contrast, the other tools listed serve entirely different purposes. NetCat is a networking utility used for
reading from and writing to network connections, often utilized for network debugging, port scanning, or file
transfers over a network, making it irrelevant for local disk data recovery. Wireshark is a powerful network
protocol analyzer that captures and examines network traffic, invaluable for network troubleshooting and
security analysis but provides no functionality for recovering data from a damaged storage device. Helix,
while a forensic live distribution, is an operating system environment containing various tools, not a specific,



Ronald should examine the WIN-DTRAI83202X-bin.nnnnnn file because it represents the MySQL binary log
(binlog). Binary logs are a crucial component of MySQL, recording all data definition language (DDL) and data
manipulation language (DML) statements that modify data or potentially modify data on the database server.
These include INSERT, UPDATE, DELETE, CREATE TABLE, ALTER TABLE, and other schema changes.

Each nnnnnn suffix signifies a sequence number, indicating a series of binary log files. By examining these
logs chronologically, Ronald can reconstruct the exact sequence of events and changes that occurred on the
MySQL database. This forensic artifact provides an immutable, auditable trail of every modification, making it
invaluable for understanding how the attack unfolded, what data was accessed or altered, and the scope of
the compromise. Tools like mysqlbinlog are used to read and parse these binary files into a human-readable
format, revealing the specific SQL statements executed.

In contrast, the other options are not suitable for this task:

B. WIN-DTRAI83202Xslow.log refers to the MySQL slow query log, which records queries that exceed a
defined execution time threshold. While useful for performance tuning, it does not contain a comprehensive
record of all database changes.

C. relay-log.info is an internal file used in MySQL replication on a replica (slave) server. It tracks the progress
of the relay logs, indicating which relay log has been processed, but does not directly contain the database
change events from the source.

D. WIN-DTRAI83202Xrelay-bin.index is the index file for the relay logs on a replica server, listing the relay log
files present. Relay logs themselves contain events received from the source server's binary log, but this
index file is merely a directory, and the primary source of changes on the attacked server is its own binary log.

Robust logging mechanisms, such as MySQL's binary log, are fundamental for forensic readiness and incident
response across all deployment models, including on-premise servers like the Windows machine in this
scenario and cloud-based database services. They enable investigators to perform detailed audits,
reconstruct attack timelines, and fulfill compliance requirements by providing a definitive record of database
operations.

Authoritative Links for Further Research:

MySQL Documentation - The Binary Log: https://dev.mysgl.com/doc/refman/8.0/en/binary-log.html

MySQL Documentation - The Slow Query Log: https://dev.mysgl.com/doc/refman/8.0/en/slow-query-log.html
MySQL Documentation - Relay Log and Relay Log Index: https://dev.mysqgl.com/doc/refman/8.0/en/slave-
logs-relay-log.html

Question: 54

Which OWASP loT vulnerability talks about security flaws such as lack of firmware validation, lack of secure
delivery, and lack of anti-rollback mechanisms on loT devices?

A. Insecure default settings
B. Use of insecure or outdated components
C. Lack of secure update mechanism

D. Insecure data transfer and storage

Answer: C

Explanation:

The described security flaws - lack of firmware validation, lack of secure delivery, and lack of anti-rollback



A. Authorization form
B. Consent form

C. Chain of custody
D. Log book

Answer: C

Explanation:

The document Williamson is maintaining is known as a Chain of Custody document. In digital forensics, the
chain of custody is a meticulously documented chronological record that traces the seizure, collection,
transfer, analysis, storage, and disposition of evidence. Its primary purpose is to maintain the integrity and
authenticity of digital evidence from the moment it is collected until it is presented in court.

The details Williamson records - such as the forensic processes applied, particulars of people handling the
evidence, dates and times of handling, and its storage location - are all critical components of a robust chain
of custody. This documentation demonstrates that the evidence has not been tampered with, altered, or
substituted, ensuring its admissibility in legal proceedings. Without a clear chain of custody, digital evidence,
no matter how compelling, can be challenged and potentially deemed inadmissible due to concerns about its
integrity and authenticity.

Each entry in the chain of custody log serves to establish a clear audit trail, accounting for everyone who has
accessed or handled the evidence and every action taken upon it. This accountability is paramount for
preserving the evidential value of data in a forensic investigation.

An Authorization form (A) typically grants permission for an action, not tracks evidence handling.

A Consent form (B) signifies agreement, often for data collection or access, but doesn't track the lifecycle of
evidence.

A Log book (D) is a general term for a book used to record events, but "Chain of Custody" specifically refers to
the legally crucial tracking of evidence handling.

Therefore, the term that precisely describes this crucial document in a forensic investigation is the Chain of
Custody, emphasizing its legal and evidential significance.

Authoritative Links for Further Research:

National Institute of Standards and Technology (NIST) Special Publication 800-86: Guide to Integrating
Forensic Techniques into Incident Response: This document provides guidance on various aspects of digital
forensics, including the importance of chain of custody.
https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-86.pdf

U.S. Department of Justice (DOJ) Computer Forensic Guidelines: While an older document, it details
fundamental principles, including chain of custody, for law enforcement. Specific sections on evidence
handling and documentation are highly relevant. https://www.justice.gov/criminal/cybercrime/docs/cftoc.pdf

Question: 58
Which of the following is a requirement for senders as per the CAN-SPAM act?

A. Emails must not contain information regarding how to stop receiving emails from the sender in future
B. Senders should never share their physical postal address in the email
C. Senders cannot use misleading or false header information

D. Senders must use deceptive subject lines



Answer: C

Explanation:
The correct answer is C. Drive:SRecycle.Bin.

On a Windows 7 machine utilizing the NTFS file system, the Recycle Bin is a special, hidden, and protected
system folder located at the root of each drive. Its specific path is Drive:\$Recycle.Bin (e.g., C:\$Recycle.Bin).
This folder is crucial for forensic investigations as it serves as a temporary storage location for files and
folders deleted by the user, providing a window for recovery before permanent deletion.

Each user account on the system has its own subfolder within $Recycle.Bin, typically named after the user's
Security Identifier (SID), ensuring that deleted items are segregated by the user who deleted them. Inside
these user-specific folders, deleted files are renamed using a convention like $Rxxxxxx.ext (where xxxxxx is a
unique identifier and .ext is the original extension), and corresponding metadata files (e.g., $Ixxxxxx.ext) store

vital information such as the original file path, deletion date and time, and original file size. This metadata is
invaluable for reconstructing events during a forensic examination.

Older Windows operating systems, like Windows XP, used the Drive\RECYCLER folder, making option A
incorrect for Windows 7. Options B and D, Drive\RECYCLED and C\RECYCLED, do not represent standard or
correct Recycle Bin locations on any common Windows OS.

From a broader perspective, understanding local file system recovery mechanisms like the Recycle Bin is
foundational, even when considering cloud computing environments. While cloud storage services (e.g.,
Amazon S3, Azure Blob Storage, Google Cloud Storage) don't have a "Recycle Bin" in the traditional sense,
they often implement similar concepts through object versioning, soft delete features, or lifecycle
management policies. These mechanisms provide a grace period or ability to restore previously deleted
objects, serving an analogous purpose to the Recycle Bin in offering a safety net for accidental deletions and
aiding in data recovery. In cloud forensics, if a Windows virtual machine is being investigated, the principles of
identifying and analyzing artifacts within its operating system, including the $Recycle.Bin, remain directly
applicable. Understanding these underlying local storage behaviors helps forensic investigators bridge the
gap to understand data retention and recovery strategies in cloud-native applications and services, where
data resilience and the ability to audit changes are paramount.

Authoritative Links for further research:

Microsoft Learn - Recycle Bin: https://learn.microsoft.com/en-us/windows/win32/shell/recyclebin

SANS Institute - Forensic Analysis of the Windows Vista Recycle Bin: (While specific to Vista, the
$Recycle.Bin structure is largely similar for Windows 7) https://www.sans.org/white-papers/32826/

NIST Special Publication 800-88 Revision 1 - Guidelines for Media Sanitization: (Provides context on data
deletion and recovery relevant to forensics)
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf

Question: 61

Which "Standards and Criteria" under SWDGE states that "the agency must use hardware and software that are
appropriate and effective for the seizure or examination procedure"?

A. Standards and Criteria 1.4
B. Standards and Criteria 1.5
C. Standards and Criteria 1.6
D. Standards and Criteria 1.7



"Digital Evidence" or "Forensic Standards" on their website:https://www.npcc.police.uk/

University of Rhode Island Digital Forensics Academic Resources: Many academic institutions and industry
bodies provide detailed explanations of the ACPO Principles due to their foundational role in digital forensics
education and practice:https://dfir.forensics.uri.edu/digital-forensics-principles/

Question: 64

On NTFS file system, which of the following tools can a forensic investigator use in order to identify timestomping
of evidence files?

A. Exiv2
B. analyzeMFT
C. Timestomp

D. whStego

Answer: C

Explanation:

Timestomping is a sophisticated technique used by attackers to alter the creation, modification, and access
timestamps (MAC times) of files, often to obscure their activities or make malicious files blend in with
legitimate system files. The primary goal of an investigator is to identify instances where these timestamps
have been manipulated.

While a tool like analyzeMFT (Option B) is indeed a crucial forensic utility for meticulously parsing the Master
File Table (MFT) on NTFS and identifying discrepancies in timestamps (e.g., between the
SSTANDARD_INFORMATION attribute and the SFILE_NAME attribute, or against the USN Journal), the
question specifically asks which tool can be used to identify timestomping.

The tool "Timestomp" (Option C) itself is commonly known as a utility used by attackers to perform
timestomping. However, an essential part of forensic investigation involves understanding the attacker's tools
and methodologies. By knowing how tools like "Timestomp" operate, an investigator can better anticipate the
specific types of timestamp manipulations to look for and the patterns they might create. In this context,
"Timestomp" represents the attack vector or method that an investigator is trying to identify the effects of.

Therefore, an investigator uses their knowledge of tools like "Timestomp" to inform their search for evidence
of timestomping. Identifying the occurrence of timestomping implicitly involves understanding the
capabilities and impact of such tools. Forensic identification often involves recognizing the signatures or
effects of known attack tools. While "Timestomp" doesn't analyze a disk for timestomping, recognizing it as
the perpetrator's choice of tool helps in guiding the investigative process.

From a broader perspective within cloud computing, understanding timestomping is critical for incident
response within Infrastructure-as-a-Service (laaS) environments. Windows virtual machines often leverage
NTFS, and any compromise leading to file manipulation on these VMs would necessitate the application of
these forensic principles. Detecting timestomped files on a cloud-hosted server requires the same
investigative techniques, where the understanding of attacker tools like "Timestomp" informs the analyst
about what malicious activity to seek out in disk images or snapshot analyses. Correlating such findings with
cloud audit logs (e.g., VM access, storage API calls) can further enrich the investigation.

Authoritative Links for Further Research:



obtain a warrant or request consent.

This principle extends critically to data residing in cloud computing environments. Modern electronic devices
are often integrated with cloud services, where personal data is stored, synced, and backed up remotely.
Accessing data from a local device might inadvertently grant access to associated cloud data. Therefore,
explicit consent to search a device often implies or should clearly state the scope for accessing linked cloud
services if relevant, upholding privacy requirements even in distributed data landscapes. Without proper
consent, accessing cloud data, whether via a local device or directly through cloud providers, is equally a
breach of privacy and subject to the same legal scrutiny. Formal written consent is the cornerstone that
underpins the legality, ethical conduct, and ultimate admissibility of digital evidence in any forensic
examination, bridging the gap between physical and cloud-based data acquisition.

Authoritative Links for Further Research:

National Institute of Justice (N1J) - Electronic Crime Scene Investigation: A Guide for First Responders:
https://nij.ojp.gov/library/publications/electronic-crime-scene-investigation-guide-first-responders-second-
edition (Refer to Section 3.2 "Legal Considerations" and discussions on "Search Warrants/Consent")

U.S. Department of Justice - Fourth Amendment Search and Seizure:
https://www.justice.gov/archives/crs/fourth-amendment-search-and-seizure (Provides foundational legal
context for consent and warrants in searches)

European Union Agency for Cybersecurity (ENISA) - Data Protection Engineering:
https://www.enisa.europa.eu/topics/data-protection (Offers insights into legal aspects of data handling and
privacy within the EU, relevant for GDPR compliance)

Question: 67

During a forensic investigation, a large number of files were collected. The investigator needs to evaluate
ownership and accountability of those files. Therefore, he begins to identify attributes such as "author name,"
"organization name," "network name," or any additional supporting data that is meant for the owner's identification
purpose. Which term describes these attributes?

A. Metadata

B. Metabase
C. Data index
D. Data header

Answer: A

Explanation:

noun "o

The term that describes attributes such as "author name, network name," or any
additional supporting data meant for the owner's identification purpose is Metadata.

organization name,

Metadata literally means "data about data.” In the context of a forensic investigation, it refers to information
that describes, explains, or locates a digital artifact, providing crucial context without being the primary
content of the file itself. For instance, the "author name" field in a Microsoft Word document, the
"organization name" associated with a software installation, or the "network name" from which a file
originated are all examples of descriptive metadata. This supplementary data is invaluable for establishing
the provenance, ownership, and history of a file.

During an investigation, analyzing metadata helps investigators build a timeline of events, identify who
created or last modified a file, and determine accountability. These attributes can reveal direct human
involvement and provide leads regarding the individuals or entities responsible for the digital evidence. For



Explanation:

When a file is deleted from Windows OS file systems, especially those using the FAT (File Allocation Table)
architecture (or exhibiting similar conceptual behavior in directory entries for other file systems), the
operating system does not immediately overwrite the file's data. Instead, it performs a "soft delete" operation.
This process primarily affects the file's metadata, which is stored in specific entries within the file system
structure, such as the directory entry for FAT.

The correct answer, D, highlights a specific forensic artifact: the OS replaces the first letter of a deleted file
name with a hex byte code, commonly E5h. In FAT file systems, the directory entry for a file contains its name,
size, creation date, and the starting cluster address. Upon deletion, the operating system marks this directory
entry as available for reuse by modifying its first byte. Replacing the first character of the file name with E5h
signals to the OS that this particular directory entry is now free and its associated data clusters can be
reallocated for new files.

This modification does not erase the actual file content on the disk. The clusters containing the file's data
remain largely intact until new data is written over them. Consequently, the "hex byte coding of the file" (the
actual data content) largely stays the same until overwritten. Forensic investigators frequently leverage this
behavior, searching for these E5h markers in unallocated space to identify and potentially recover deleted
files. They can then attempt to reconstruct the original file name and piece together the file's data by
following the cluster chain.

This principle extends to cloud computing environments. Virtual machines in the cloud utilize virtual disks
(e.g., Amazon EBS, Azure Managed Disks, Google Persistent Disk), which fundamentally operate on file
system structures like NTFS or FAT within the VM's guest OS. If a user deletes a file inside such a VM, the
guest OS performs a soft delete mirroring the local behavior. This means the file's metadata is updated,
potentially marking the first letter of its name with E5h (if FAT) or setting an "unused” flag (if NTFS), but the
data blocks themselves are not immediately wiped. Therefore, forensic analysis of cloud-based virtual disk
images or snapshots can often reveal "deleted" data, highlighting the importance of secure deletion practices
(like shredding or cryptographic erasure) in cloud environments, rather than relying solely on OS-level
deletes.

Authoritative Links for Further Research:

File System Basics and Forensics (SANS): While not a direct link to E5h, SANS offers comprehensive courses
and whitepapers on file system forensics which cover deletion artifacts. SANS Institute - Forensic Analysis of
File Systems (General link, specific papers might require search)

Windows Internals by Russinovich, Solomon, and lonescu: Provides deep technical insights into NTFS and
other Windows file systems, including how deletion is handled at a low level (though E5h is more prominent in
FAT discussion). Microsoft Press - Windows Internals

The Sleuth Kit (TSK) and Autopsy Documentation: Tools used for digital forensics, their documentation often
describes file system structures and deletion artifacts like E5h. The Sleuth Kit Wiki

Question: 71

A file requires 10 KB space to be saved on a hard disk partition. An entire cluster of 32 KB has been allocated for
this file. The remaining, unused space of 22 KB on this cluster will be identified as

A. Swap space
B. Cluster space
C. Slack space

D. Sector space



C. Bulk Extractor
D. Hex Editor

Answer: B

Explanation:

The correct answer is B, Belkasoft Live RAM Capturer and AccessData FTK Imager, because these tools are
specifically designed for forensically sound acquisition of a suspect machine's volatile memory (RAM).
Belkasoft Live RAM Capturer is a dedicated tool for creating a memory dump from a live Windows system,
capturing critical data residing only in RAM, such as running processes, network connections, open files, and
cached user activity. Similarly, AccessData FTK Imager, renowned for its disk imaging capabilities, also
provides functionality to acquire physical memory from a live system, making it a versatile choice for forensic
investigators.

Acquiring a memory dump is paramount for collecting highly volatile evidentiary data that is lost upon system
shutdown or reboot. This includes artifacts from applications like the Tor browser, which might store sensitive
browsing information, communication data, or encryption keys temporarily in RAM that are not written to disk
or are encrypted on disk. These tools capture a snapshot of the system's state, preserving crucial forensic
evidence for later analysis using tools like the Volatility Framework.

In contrast, the other options are unsuitable for acquiring a memory dump. DB Browser SQLite (A) is an
application for viewing and editing SQLite database files; it's an analysis tool, not an acquisition tool. Bulk
Extractor (C) scans disk images or files for features like email addresses or credit card numbers, operating on
static data rather than live memory. A Hex Editor (D) allows low-level examination and modification of binary
data but does not acquire system memory itself. These tools are used after a memory dump has been
acquired.

Once the memory dump is acquired, cloud computing concepts become highly relevant for the subsequent
investigation stages. Large memory dumps can be securely stored in cloud storage solutions (e.g., AWS S3,
Azure Blob Storage) for long-term preservation, ensuring data integrity and availability across geographically
dispersed teams. Cloud-based forensic analysis platforms can then be leveraged to process these dumps
using scalable computing resources, enabling faster and more efficient analysis without requiring powerful
local hardware. This facilitates collaborative investigation efforts, providing secure access and shared
workspaces for forensic specialists to analyze evidentiary data effectively.

Authoritative Links:

Belkasoft Live RAM Capturer: https://belkasoft.com/ram-capturer

AccessData FTK Imager: https://accessdata.com/products-services/ftk-imager

SANS Digital Forensics and Incident Response Blog (for general memory forensics insights):
https://www.sans.org/blog/tag/memory-forensics/

Question: 74

"No action taken by law enforcement agencies or their agents should change data held on a computer or storage
media which may subsequently be relied upon in court"” - this principle is advocated by which of the following?

A. FBI Cyber Division
B. Scientific Working Group on Imaging Technology (SWGIT)
C. The Association of Chief Police Officers (ACPO) Principles of Digital Evidence

D. Locard's exchange principle



guide covers various aspects of digital evidence collection and preservation, including chain of custody.
https://www.ojp.gov/pdffiles1/nij/217341.pdf

ISO/IEC 27037:2012 Information technology — Security techniques — Guidelines for identification,
collection, acquisition and preservation of digital evidence: While a paid standard, its scope emphasizes
maintaining integrity and documenting the chain of custody for digital evidence. More information can be
found on the 1ISO website: https://www.iso.org/standard/44376.html

Question: 77

During an investigation, the first responders stored mobile devices in specific containers to provide network
isolation. All the following are examples of such pieces of equipment, except for:

A. Faraday bag

B. VirtualBox

C. Wireless StrongHold bag
D. RF shield box

Answer: B

Explanation:

VirtualBox is the correct answer because it is a software application for creating and running virtual
machines, fundamentally different from the physical containers used to provide network isolation for mobile
devices. During a forensic investigation, preventing a mobile device from connecting to cellular, Wi-Fi, or
Bluetooth networks is crucial to preserve evidence, prevent remote wiping, or stop data alteration.

Faraday bags, Wireless StrongHold bags, and RF shield boxes are all examples of physical equipment
specifically designed for this purpose. These containers are constructed from conductive materials that
create a Faraday cage effect, effectively blocking all electromagnetic (RF) signals from reaching or leaving
the device inside. This physical barrier ensures complete network isolation, preventing any external
communication and maintaining the device's state at the point of seizure.

Conversely, VirtualBox is an open-source hypervisor developed by Oracle, enabling users to run multiple
operating systems as virtual machines (VMs) on a single physical host computer. It operates at the software
layer, creating isolated virtual environments within a computer system. While VirtualBox provides isolation for
software environments —allowing for the secure execution of potentially malicious software or the testing of
different configurations without affecting the host —it does not serve as a physical container for a separate
mobile device.

Virtualization, exemplified by tools like VirtualBox, is a foundational technology for cloud computing,
providing essential resource isolation and multitenancy for virtual servers and applications. In cloud
environments, virtual machines isolate workloads from each other on shared physical infrastructure, ensuring
that one tenant's activities do not compromise another's. However, VirtualBox's function is to isolate software
environments or guest operating systems on a computer, not to physically enclose a separate mobile device
to block its wireless signals. Therefore, it is incapable of providing the physical network isolation required for
mobile devices during a forensic investigation, making it the outlier among the given options.

Authoritative Links for further research:
Faraday Cages and RF Shielding in Forensics:

Secure Forensics - Faraday Bag Purpose for Mobile Forensics: https://www.secureforensics.com/faraday-bag-
purpose-for-mobile-forensics/



A. HashCalc
B. Ollydbg
C. BinText
D. oledump

Answer: B

Explanation:

To reverse a suspicious executable file's machine code into assembly language instructions, Harry needs a
disassembler and debugger. The correct tool for this purpose is B. Ollydbg.

Ollydbg is a powerful 32-bit user-mode debugger specifically designed for analyzing applications at the
assembly level. It provides a highly visual interface for displaying disassembled code, allowing forensic
investigators to observe the program's execution flow, identify functions, and understand its underlying logic.
When Harry loads the suspicious executable into Ollydbg, the tool will automatically disassemble the
machine code, translating it into human-readable assembly instructions. This enables him to meticulously
examine each instruction, observe memory modifications, register values, and the call stack.

Furthermore, Ollydbg allows setting breakpoints, stepping through the code instruction by instruction, and
even modifying registers or memory on the fly. These interactive debugging capabilities are crucial for
dynamic analysis, helping Harry understand the executable's behavior in various states and trace its malicious
operations, such as API calls, system modifications, or network communication attempts. By performing this
low-level analysis, he can uncover hidden functionalities, identify anti-analysis techniques, and extract crucial
Indicators of Compromise (I0Cs) that would be impossible to ascertain from static analysis alone.

The other options are unsuitable for this specific task:

A. HashCalc is a utility used to calculate cryptographic hashes (like MD5, SHA1, SHA256) of files. Its purpose
is to verify file integrity or identify known malware samples, not to disassemble or debug code.

C.BinText is designed to extract ASCIl and Unicode text strings from binary files. While useful for finding
embedded messages, URLs, or configuration data, it does not analyze or convert machine code to assembly.
D. oledump is a tool specifically for analyzing OLE (Object Linking and Embedding) compound files, such as
Microsoft Office documents, to extract streams and inspect their content, often used for macro analysis. It is
not designed for general executable disassembly.

In a broader forensic context, while Ollydbg is a desktop application, its use case can be integrated into cloud
computing strategies. For instance, forensic analysts often perform malware analysis in isolated virtual
machines (VMs) to prevent contamination, and these VMs can be provisioned, managed, and scaled efficiently
within a cloud environment (e.g., using laaS like AWS EC2, Azure VMs). The suspicious executable itself might
be securely stored in cloud object storage (e.g., AWS S3, Azure Blob Storage) for access control, versioning,
and collaborative analysis by geographically dispersed teams. Results and extracted I0Cs from Ollydbg
analysis can then be integrated into cloud-based threat intelligence platforms or SIEM solutions for
correlation with other security events and proactive threat detection.

For further research:

Ollydbg Official Website: http://www.ollydbg.de/

Reverse Engineering and Debugging with OllyDbg: https://www.oreilly.com/library/view/practical-malware-
analysis/9781593272906/ch06.html (This is often a chapter in books like "Practical Malware Analysis")
HashCalc: https://www.gtopala.com/hashcalc/

BinText: https://www.mcafee.com/enterprise/en-us/downloads/free-tools/bintext.html

oledump (part of Remnux toolkit): https://remnux.org/docs/tools/oledump/



