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For further reading on the regulations mentioned:

GLBA Compliance: https://www.ftc.gov/enforcement/rules/rulemaking-regulations/gramm-leach-bliley-act-
rule

NIST Cybersecurity Framework (for contextual understanding of security best practices):
https://www.nist.gov/framework

Question: 3

Tom Holland works as a cloud security engineer in an IT company located in Lansing, Michigan. His organization
has adopted cloud-based services wherein user access, application, and data security are the responsibilities of
the organization, and the OS, hypervisor, physical, infrastructure, and network security are the responsibilities of
the cloud service provider. Based on the aforementioned cloud security shared responsibilities, which of the
following cloud computing service models is enforced in Tom’s organization?

A. Software-as-a-Service
B. On-Premises
C. Infrastructure-as-a-Service

D. Platform-as-a-Service

Answer: C

Explanation:
Technical Justification for Correct Answer: C (Infrastructure-as-a-Service)

Why C (Infrastructure-as-a-Service) is the Correct Option:

In an Infrastructure-as-a-Service (laaS) model, the cloud service provider is responsible for the security of the
0S (Operating System) in some managed laaS offerings, hypervisor, physical infrastructure, and network.
This aligns with the described responsibilities of Tom's organization's cloud service provider. Specifically, in
managed laaS platforms, the provider often secures the OS, while in unmanaged laaS, the customer secures
the OS. Given the organization's responsibilities, it implies a managed laaS scenario where the provider
secures the OS.

The organization retains responsibility for user access, application, and data security, which is typical in laaS
models where the customer manages everything above the provided infrastructure, including the OS security
in unmanaged scenarios or higher-layer security in managed scenarios.

Why Other Options are Less Suitable:
A. Software-as-a-Service (SaaS):

In Saa$, the provider is responsible for the security of the application, data (at rest and in transit), and often
user access management (though this can vary), in addition to the underlying infrastructure. This does not
match the organization's retained responsibilities.

B. On-Premises:

This option is incorrect because the question explicitly states the adoption of cloud-based services, ruling out
an on-premises model where all responsibilities (security and otherwise) fall on the organization.
D. Platform-as-a-Service (PaaS):

In Paas, the provider's responsibilities extend to the platform (including the OS in most cases) and sometimes
the application framework, in addition to the infrastructure and network. The organization would typically be



Google (A): Directly offers Cloud Debugger as described, aligning perfectly with the scenario.

IBM (B): While IBM Cloud offers debugging tools, there's no widely recognized or named "Cloud Debugger"
service that matches the Google Cloud Debugger's capabilities and description.

Azure (C): Azure provides Azure Debugger for certain services, but it doesn't fully align with the "Cloud
Debugger" name and the broad, real-time inspection capabilities described, especially in a cross-language,
production environment context.

AWS (D): AWS offers various debugging tools and services (e.g., X-Ray, CloudWatch), but none are
specifically named "Cloud Debugger" or offer the exact functionality described in the question.

Why Other Options are Less Suitable:

Lack of Direct Naming Match: None of the other providers (IBM, Azure, AWS) have a debugging service
named "Cloud Debugger" that directly matches the description and functionality provided in the question.
Functionality Alignment: While other providers offer debugging and logging capabilities, the specific, real-
time, in-production debugging feature described points uniquely to Google's Cloud Debugger.

Correct Answer Justification Summary: The specific mention of "Cloud Debugger" for real-time, in-
production application debugging aligns uniquely with Google Cloud Platform's offerings, making A. Google
the correct answer.

References

1. Google Cloud Debugger Documentation: https://cloud.google.com/debugger
2 Comparison of Cloud Provider Debugging Tools (for context, though not directly linking to a single
page due to the broad nature of the comparison):

General Cloud Computing Comparison: https://cloud.google.com/compare/ (Use for a general
comparison; navigate to specific services for debugging tools)

Question: 7

Samuel Jackson has been working as a cloud security engineer for the past 12 years in VolkSec Pvt. Ltd., whose
applications are hosted in a private cloud. Owing to the increased number of users for its services, the
organizations is finding it difficult to manage the on-premises data center. To overcome scalability and data
storage issues, Samuel advised the management of his organization to migrate to a public cloud and shift the
applications and data. Once the suggestion to migrate to public cloud was accepted by the management, Samuel
was asked to select a cloud service provider. After extensive research on the available public cloud service
providers, Samuel made his recommendation. Within a short period, Samuel along with his team successfully
transferred all applications and data to the public cloud. Samuel’s team would like to configure and maintain the
platform, infrastructure, and applications in the new cloud computing environment. Which component of a cloud
platform and infrastructure provides tools and interfaces to Samuel’s team for configuring and maintaining the
platform, infrastructure, and application?

A. Virtualization Component
B. Computer Component
C. Physical and Environment Component

D. Management Component

Answer: D

Explanation:

Justification for Correct Answer: D. Management Component



Question: 9

Richard Roxburgh works as a cloud security engineer in an IT company. His organization was dissatisfied with the
services of its previous cloud service provider. Therefore, in January 2020, his organization adopted AWS cloud-
based services and shifted all workloads and data in the AWS cloud. Richard wants to provide complete security to
the hosted applications before deployment and while running in the AWS ecosystem. Which of the following
automated security assessment services provided by AWS can be used by Richard to improve application security
and check the application for any type of vulnerability or deviation from the best practices automatically?

A. AWS CloudFormation
B. Amazon Inspector
C. AWS Control Tower

D. Amazon CloudFront

Answer: B

Explanation:
Here's the technical justification for the correct answer in the requested format:
Correct Answer Justification: B. Amazon Inspector

Richard requires an automated security assessment service to improve application security, identify
vulnerabilities, and detect deviations from best practices for applications hosted in the AWS ecosystem.
Amazon Inspector is the most suitable choice for the following reasons:

Purpose Alignment: Amazon Inspector is designed to identify vulnerabilities, evaluate configurations, and
detect potential security issues in AWS resources and applications, aligning perfectly with Richard's
requirements.

Automated Assessment: It provides automated security assessments, which fits Richard's need for
automation to ensure applications are secure both before deployment and while running.

Vulnerability Scanning and Compliance Checks: Amazon Inspector performs vulnerability scanning and
checks compliance against predefined security best practices and configurations, addressing both aspects of
Richard's security goals.

Why Other Options are Less Suitable:
A. AWS CloudFormation:

Primarily used for infrastructure as code (laC) to create and manage AWS resources consistently.
Does not provide automated security assessments or vulnerability scanning for applications.
C. AWS Control Tower:

Mainly focused on governance, compliance, and operational best practices at the account and organizational
level.

Lacks the specific application-level vulnerability scanning and security assessment capabilities required.
D. Amazon CloudFront:

A content delivery network (CDN) service, optimizing content delivery and performance.
Does not offer security assessment or vulnerability scanning services for hosted applications.

References

Amazon Inspector Documentation - Official AWS Documentation outlining the capabilities and usage of
Amazon Inspector.



supports risk auditing through anomaly detection in API call patterns.

Why Other Options Are Less Suitable:

A. AWS Security Hub: Although Security Hub is crucial for comprehensive security monitoring and
compliance across AWS services, its primary focus is on identifying security findings and vulnerabilities rather
than providing a detailed event history of account activity.

C. AWS Config: AWS Config is essential for resource inventory, configuration tracking, and compliance.
However, it focuses more on the state of resources over time rather than capturing real-time API call activity
for auditing unusual behavior.

D. AWS CloudFormation: CloudFormation is centered around infrastructure as code (laC) for resource
provisioning and management. It does not offer auditing capabilities for account activity or event history,
making it irrelevant to Cindy's requirements.

Correct Answer Justification Summary:B. AWS CloudTrail is the best choice because it directly addresses
the need for operational auditing, provides the necessary event history for security analysis, and supports
compliance, governance, and risk auditing through detailed API call logging.

References:

1. AWS CloudTrail Documentation - For detailed insights into how CloudTrail captures and manages
API calls for auditing and
compliance.https://docs.aws.amazon.com/cloudtrail/latest/userguide/cloudtrail-getting-started.html

2 AWS Service Comparison for Auditing and Compliance - To understand the nuanced roles of AWS
Security Hub, AWS Config, and CloudTrail in auditing and
compliance.https://aws.amazon.com/compliance/resources/

Question: 13

Katie Holmes has been working as a cloud security engineer over the past 7 years in an MNC. Since the outbreak
of the COVID-19 pandemic, the cloud service provider could not provide cloud services efficiently to her
organization. Therefore, Katie suggested to the management that they should design and build their own data
center. Katie's requisition was approved, and after 8 months, Katie's team successfully designed and built an on-
premises data center. The data center meets all organizational requirements; however, the capacity components
are not redundant. If a component is removed, the data center comes to a halt. Which tier data center was
designed and constructed by Katie's team?

A. Tier llI
B. Tier |
C.Tierll
D. Tier IV

Answer: B

Explanation:
Technical Justification for Correct Answer: B. Tier |

Katie's team designed and built an on-premises data center that meets all organizational requirements but
lacks redundancy in its capacity components, leading to a complete halt if any component is removed. This
characteristic aligns with the definition of a Tier | data center. Here's why:

Correct Answer - B. Tier I:



Explanation:
Technical Justification for Correct Answer: A. Cloud Business Office

Falcon Computers aims to align its business vision with its cloud vision through effective cloud governance.
The most suitable component for achieving this strategic alignment is the Cloud Business Office (CBO).
Here's why:

Strategic Alignment Focus: The Cloud Business Office is specifically designed to serve as a bridge between
the business and cloud technology strategies. Its primary function is to ensure that cloud investments and
operations directly support and enhance the organization’s overall business objectives, making it the best fit
for aligning business and cloud visions.

Why Other Options are Less Suitable:

B. Processes for the cloud service lifecycle: While essential for managing the lifecycle of cloud services, this
component focuses more on the operational and managerial aspects of cloud services rather than strategic
business alighment.

C. Cloud Center of Excellence (CoE): A CoE is primarily focused on operational excellence, best practices,
and skill enhancement within the cloud environment. Its role is more about optimizing cloud usage and
capabilities rather than forging strategic business-cloud alignment.

D. Norms, models, reference architectures, best practices, guidelines, and policies: These are foundational
elements that provide the framework for governance, security, and compliance. However, they are more about
the "how" of cloud governance rather than the strategic "why" of aligning business and cloud visions.

Correct Answer Justification Summary:The Cloud Business Office (A) is the correct choice because its core
function is to ensure strategic alighment between the organization's business goals and its cloud strategy,
directly addressing Falcon Computers' requirement.

References

1. Cloud Security Alliance (CSA) - Cloud Governance Framework
Link: https://cloudsecurityalliance.org/research/cloud-governance/
Relevance: Provides insight into cloud governance components and their roles, including the
strategic importance of a Cloud Business Office.

2 ITIL Foundation Handbook - Cloud Computing
Link: https://www.axelos.com/community/news-and-blogs/blogs/mar-2018/itil-and-cloud-computing
Relevance: Offers perspective on how IT service management frameworks like ITIL view cloud
governance, emphasizing the role of governance in aligning IT services (including cloud) with
business strategy.

Question: 16

The GCP environment of a company named Magnitude IT Solutions encountered a security incident. To respond to
the incident, the Google Data Incident Response Team was divided based on the different aspects of the incident.
Which member of the team has an authoritative knowledge of incidents and can be involved in different domains
such as security, legal, product, and digital forensics?

A. Communications Lead
B. Operations Lead
C. Subject Matter Experts

D. Incident Commander



A. Amazon GuardDuty
B. Amazon Macie
C. Amazon Security Hub

D. Amazon Inspector

Answer: B

Explanation:
Technical Justification for Correct Answer: B. Amazon Macie

Martin's requirement is to identify and protect sensitive data in his organization's AWS cloud environment,
specifically needing a fully managed data security service that supports S3 storage and provides an inventory
of:

1. Publicly shared buckets
2 Unencrypted buckets
3. Buckets shared with AWS accounts outside his organization

Why B. Amazon Macie is the Correct Choice:

Fully Managed Service: Amazon Macie is a fully managed service, aligning with Martin's requirement for
minimal operational overhead.

Support for S3 Storage: Macie is deeply integrated with S3, making it an ideal choice for scanning and
protecting S3 buckets.

Inventory Requirements:

Publicly Shared Buckets: Macie identifies and alerts on publicly accessible S3 buckets, helping in securing
unintended exposures.

Unencrypted Buckets: It detects unencrypted S3 buckets, ensuring compliance with encryption best
practices.

Buckets Shared Outside the Organization: Macie provides visibility into S3 bucket access permissions,
including external AWS account access, enabling Martin to manage unauthorized sharing.

Why Other Options are Less Suitable:
A. Amazon GuardDuty:

Primarily focuses on network packet and system log analysis for threat detection, not specifically designed
for S3 storage security or the inventory requirements mentioned.

While it can identify some S3 access anomalies, it doesn't provide the detailed S3 bucket security inventory
Martin needs.

C. Amazon Security Hub:

Acts as a central security findings aggregator from various AWS and third-party services.

Does not natively provide the specific S3 bucket inventory features Martin requires; it would rely on
integrated services (like Macie) for such insights.

D. Amazon Inspector:

Focuses on vulnerability assessment and compliance checking for EC2 instances and EBS volumes.
Does not support S3 storage security assessments or the specific inventory needs outlined in the scenario.

References:

Amazon Macie Documentation - Detailed overview of Amazon Macie's capabilities.



applications, complementing the organization's emphasis on robust security.

High Availability: Inherent high availability ensures that the traffic distribution mechanism itself does not
become a single point of failure.

Why Other Options are Less Suitable:

A. Azure ExpressRoute:

Purpose: Primarily for creating dedicated, private connections from on-premises to Azure, not for distributing
HTTP traffic based on request attributes.

Not Designed for Request Attribute-Based Routing.

B. Azure Sentinel:

Role: A cloud-native Security Information and Event Management (SIEM) and Security Orchestration,
Automation, and Response (SOAR) solution.

No Traffic Distribution Capability.

C. Azure Front Door:

Global Load Balancing and Content Delivery: Optimizes for globally distributed traffic and content delivery,
closer to the user.

Less Granular Control Over HTTP Request Attributes for Backend Routing Compared to Application
Gateway (more focused on global routing and caching).

Conclusion:

Given the specific requirement to distribute traffic to backend Azure VMs based on HTTP request attributes
to increase availability, Azure Application Gateway (D) is the most appropriate solution due to its feature set
directly addressing Sandra's task.

References:

1. Azure Application Gateway Documentation - https://docs.microsoft.com/en-us/azure/application-
gateway/

2 Compare Azure Load Balancing Options (for contextual understanding of Azure Front Door,
Application Gateway, etc.) - https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-
overviewi#comparison-of-azure-load-balancer-options

Question: 22

Jayson Smith works as a cloud security engineer in CloudWorld SecCo Pvt. Ltd. This is a third-party vendor that

provides connectivity and transport services between cloud service providers and cloud consumers. Select the

actor that describes CloudWorld SecCo Pvt. Ltd. based on the NIST cloud deployment reference architecture?

A. Cloud Provider
B. Cloud Auditor
C. Cloud Carrier
D. Cloud Broker

Answer: C

Explanation:
Technical Justification for Correct Answer: C (Cloud Carrier)

Based on the NIST Cloud Computing Reference Architecture (NIST SP 500-292), here's why CloudWorld



VoxCloPro is a cloud service provider based in South America that offers all types of cloud-based services to cloud
consumers. The cloud-based services provided by VoxCloPro are secure and cost-effective. Terra Soft. Pvt. Ltd. is
an IT company that adopted the cloud-based services of VoxCloPro and transferred the data and applications
owned by the organization from on-premises to the VoxCloPro cloud environment. According to the data
protection laws of Central and South American countries, who among the following is responsible for ensuring the
security and privacy of personal data?

A. Cloud Broker

B. Terra Soft. Pvt. Ltd.
C. VoxCloPro

D. Cloud Carrier

Answer: B

Explanation:
Technical Justification for Correct Answer: B (Terra Soft. Pvt. Ltd.)

Why B (Terra Soft. Pvt. Ltd.) is the Correct Option:Terra Soft. Pvt. Ltd., as the Data Controller, is ultimately
responsible for ensuring the security and privacy of personal data under the data protection laws of Central
and South American countries. This responsibility persists even when data is outsourced to a cloud service
provider like VoxCloPro. As the controller, Terra Soft determines the purposes and means of processing
personal data, and thus, bears the legal obligation to ensure that the processing (in this case, by VoxCloPro)
complies with relevant data protection regulations.

Key Reasoning Points:

Data Protection Laws (e.g., Brazil's LGPD, Argentina's Law 25,066) typically impose primary responsibility
on the Data Controller for the protection of personal data, regardless of where the data is processed.

Cloud Service Provider (CSP) Role (VoxCloPro): Acts as a Data Processor in this scenario, responsible for
security measures as agreed upon with the controller, but not for the overall compliance with data protection
laws.

Terra Soft's Responsibilities Include:

Ensuring due diligence in selecting a compliant CSP.
Negotiating appropriate security and privacy terms with VoxCloPro.
Monitoring compliance with data protection laws.

Why Other Options are Less Suitable:
A. Cloud Broker:

Role: Facilitates the relationship between the cloud consumer and provider, potentially offering additional
services.

Limitation: Not directly involved in the data processing responsibilities outlined by data protection laws in this
context, hence not responsible for ensuring security and privacy.

C. VoxCloPro:

Role: Data Processor, responsible for the security of the processing as per the agreement with Terra Soft.
Limitation: While accountable for the security measures of the cloud environment, the ultimate responsibility
for data protection laws compliance rests with the Data Controller (Terra Soft).

D. Cloud Carrier:

Role: Primarily involved in the transmission of data between the consumer and the cloud, not in the processing



choice, and why other options are less suitable:

Why D: Express Route is Correct

Private and Secure: Express Route establishes a private connection from your premises to Azure through a
partnered service provider, bypassing the Internet and thus reducing security risks associated with public
connectivity.

High Bandwidth and Low Latency: Designed for high-bandwidth, low-latency requirements, making it ideal for
large file backups, disaster recovery, and supporting high-traffic applications.

Scalability for Multiple Connections: Supports connections to multiple on-premises locations or shared
infrastructures to Azure, aligning with the requirement for versatility in connectivity.

Direct Integration with Azure VPN: While primarily a dedicated network connection, Express Route can be
used in conjunction with Azure VPN for additional security layers or as a fallback, ensuring comprehensive
connectivity solutions.

Why Other Options are Less Suitable

A. Azure Front Door:

Primarily for Web Traffic: Optimized for distributing web traffic and not designed for private, high-bandwidth
backend operations like large file backups or disaster recovery.

Not a VPN Solution: Focuses on content delivery and web application security, not on establishing private
network connections.

B. Point-to-Site VPN:

Single User/Device Connection: Designed for individual remote access, not for connecting multiple on-
premises infrastructures or handling high-volume traffic efficiently.

Latency and Bandwidth Concerns: Generally, not as performant as dedicated connections for large-scale or
critical applications.

C. Site-to-Site VPN:

Suitable for Smaller Scale: While it can connect an on-premises network to Azure, it may not offer the same
level of high bandwidth, low latency, or scalability as Express Route for very large files, high-traffic apps, and
multiple infrastructure connections.

Internet Dependency: Uses the internet, which might introduce variability in performance and security
compared to a direct connection.

References

Microsoft Azure Documentation: Express Route
Microsoft Azure Documentation: Choosing the Right Connectivity Option

Question: 27

Rick Warren has been working as a cloud security engineer in an IT company for the past 4 years. Owing to the
robust security features and various cost-effective services offered by AWS, in 2010, his organization migrated to
the AWS cloud environment. While inspecting the intrusion detection system, Rick detected a security incident.
Which of the following AWS services collects logs from various data sources and stores them on a centralized
location as logs files that can be used during forensic investigation in the event of a security incident?

A. AWS CloudFormation
B. Amazon CloudTrail
C. Amazon CloudWatch

D. Amazon CloudFront



B. Checking audit and evidence-gathering features in the cloud service
C. Testing for virtualization management security

D. Performing cloud reconnaissance

Answer: D

Explanation:
Technical Justification for Correct Answer: D (Performing cloud reconnaissance)

Susan's actions involve systematically reviewing a list of cloud infrastructure components to identify
potential security weaknesses or misconfigurations that could explain the dip in system performance. This
process aligns with the definition of cloud reconnaissance. Here's why each option is either correct or less
suitable:

D. Performing cloud reconnaissance

Why it's correct: Cloud reconnaissance refers to the systematic gathering of information about a cloud
infrastructure's configuration, security posture, and potential vulnerabilities. Susan's review of publicly
accessible resources, security groups, routing tables, ACLs (Access Control Lists), subnets, and IAM (ldentity
and Access Management) policies to understand the current security and performance state of Teratinfo's
cloud setup perfectly describes this process. The goal is to identify potential entry points, misconfigurations,
or overlooked settings that could impact security or performance.

Technical Relevance: This process is crucial in cloud security as it helps in identifying overlooked
vulnerabilities or misconfigurations that could lead to security breaches or performance issues, as observed
by TeratInfo.

A. Checking for the right implementation of security management

Why it's less suitable: While Susan's actions do indirectly relate to security management, this option is too
broad and doesn't specifically capture the proactive, exploratory nature of reviewing multiple infrastructure
elements to identify a specific, unnoticed issue (in this case, the performance dip).

B. Checking audit and evidence-gathering features in the cloud service

Why it's less suitable: This option focuses on the auditing and logging aspects, which are indeed important
for security and compliance. However, Susan's task seems more oriented towards identifying a configuration
or security flaw affecting performance rather than verifying the functionality of audit trails or evidence
gathering mechanisms.

C. Testing for virtualization management security

Why it's less suitable: This option is too specific to virtualization layer security, which might not be the
primary focus given the broad range of cloud elements (IAM policies, subnets, etc.) Susan is reviewing. The
question does not specify issues related to the virtualization layer per se.

References

For comprehensive cloud security practices, including reconnaissance, refer to:

[NIST Special Publication 800-163, Guidance for Cloud Security
Controls]https://csrc.nist.gov/publications/detail/sp/800-163/final

For AWS-specific (though broadly applicable) security best practices in reviewing cloud configurations:
[AWS Security Best Practices]https://aws.amazon.com/security/best-practices/



security-related data from various sources. They play a key role in security monitoring and compliance but do
not contribute to automating the development, integration, testing, and deployment of software in the cloud.

Conclusion: Given the company's specific needs for automated integration, development, testing, and
deployment in the cloud, adopting DevOps practices and tools is the most appropriate solution. It directly
addresses their challenges by streamlining and automating their software release pipeline.

References

1. AWS Documentation - What is DevOps?: https://aws.amazon.com/devops/what-is-devops/
2 Microsoft Azure - Overview of CI/CD pipelines: https://docs.microsoft.com/en-
us/azure/devops/pipelines/cicd/?view=azure-devops

Question: 33

Georgia Lyman works as a cloud security engineer in a multinational company. Her organization uses cloud-based
services. Its virtualized networks and associated virtualized resources encountered certain capacity limitations
that affected the data transfer performance and virtual server communication. How can Georgia eliminate the data
transfer capacity thresholds imposed on a virtual server by its virtualized environment?

A. By restricting the virtual server to bypass the hypervisor and access the 1/0 card of the physical server
directly

B. By allowing the virtual appliance to bypass the hypervisor and access the 1/0 card of the physical server
directly

C. By allowing the virtual server to bypass the hypervisor and access the 1/0 card of the physical server directly

D. By restricting the virtual appliance to bypass the hypervisor and access the I/0 card of the physical server
directly

Answer: C

Explanation:
Technical Justification

To eliminate the data transfer capacity thresholds imposed on a virtual server by its virtualized environment,
the solution must directly address the bottleneck created by the hypervisor's mediation of I/0 operations.
Here's why option C is the best choice, and why other options are less suitable:

Why C is Correct:

Option C suggests allowing the virtual server to bypass the hypervisor and access the I/O card of the physical
server directly. This approach leverages a technology known as Passthrough or Direct I/0 for the virtual
server. By bypassing the hypervisor for I/O operations, the virtual server can utilize the physical I/0 card's full
capacity without the overhead and potential bottlenecks introduced by the hypervisor's mediation. This
directly addresses the capacity limitations affecting data transfer performance and virtual server
communication.

Technical Rationale: Direct access to the I/0 card reduces latency and increases throughput for the virtual
server, as it circumvents the hypervisor's additional processing layers for |/O requests.

Why Other Options are Less Suitable:
A. Restricting the virtual server to bypass...:

Contradiction: The option mentions both "restricting" and "bypass”, which are opposing actions. Furthermore,



D. Anomaly Detector

Answer: A

Explanation:
Technical Justification for Correct Answer: A. Cloud Anomaly Detection
Why A. Cloud Anomaly Detection is the Best Choice:

Cloud Anomaly Detection is a built-in feature within Google Cloud's Security Command Center (SCC) that
leverages machine learning (ML) and behavioral signals to identify security abnormalities. It scans GCP
resources, including virtual machines and projects, to detect unusual activity patterns that may indicate
security breaches or leaked credentials. This aligns perfectly with Jack's requirement to identify security
abnormalities in his organization's Google Cloud-based services.

Utilizes Behavioral Signals: Cloud Anomaly Detection uses historical data and ML to understand normal
operational patterns, making it adept at spotting deviations that could signify security issues.

Integration with Security Command Center (SCC): Being part of SCC ensures seamless monitoring and
alerting on anomalies across various GCP services, streamlining Jack's security oversight.

Specific Capability for Unusual Activity and Leaked Credentials: Designed to catch precisely the kinds of
threats Jack is concerned about, making it the most relevant choice.

Why Other Options are Less Suitable:

B. Cloud Armor: Primarily a DDoS protection and IP blocking service, Cloud Armor does not utilize behavioral
signals for detecting anomalies in VM activity or leaked credentials within GCP projects. Its focus is on
external network attack mitigation.

C. Security Health Analytics (SHA): While SHA provides compliance and security posture insights by
scanning for vulnerabilities and misconfigurations, it does not leverage behavioral signals for detecting real-
time unusual activity or leaked credentials.

D. Anomaly Detector: Although named similarly to what Jack needs, the Anomaly Detector is more commonly
associated with Google Cloud's Al Platform and Dataflow for general data anomaly detection, not specifically
tailored for security abnormalities in GCP resources like VMs and projects within the Security Command
Center.

Conclusion:Given the specific requirement for a built-in Security Command Center feature that uses
behavioral signals to detect security abnormalities such as unusual activity and leaked credentials in virtual
machines or GCP projects, A. Cloud Anomaly Detection is the most appropriate and technically accurate
choice for Jack's needs.

References:

1. Google Cloud Documentation - Security Command Center: Anomaly
Detectionhttps://cloud.google.com/security-command-center/docs/anomaly-detection

2 Google Cloud Documentation - Comparing Security Services (for contextual understanding of
other options)https://cloud.google.com/security#compare-security-services

Question: 37

Jordon Bridges works as a cloud security engineer in a multinational company. His organization uses Google cloud-
based services (GC) because Google cloud provides robust security services, better pricing than competitors,
improved performance, and redundant backup. Using IAM security configuration, Jordon implemented the principle



for compliance with defined policies.

Limitation for Steven's Use Case: Excellent for monitoring and compliance but does not facilitate the

provisioning or orderly management of resources in the way CloudFormation does.
References

AWS CloudFormation Documentation
AWS Services Comparison for Resource Management



